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About me...

» ’'m Vincent Benony, from Lille in France
» ’'m a technology addict

» Interested in Maths & Physics
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What is Hopper!

»a disassembler

» Intel 32 and 64 bits and ARM
» Mach-O (Mac & iOS), PE32/32+/64, ELF 32/64
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Why Disassembling!?

» finding bugs and vulnerabilities,
» analyze stack traces from crash,

» reverse engineering a protocol,
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Quick Intro to ASM

Compiler

Project




Quick Intro to ASM

Compiler

Compilation Link

only information
needed at
runtime

some type

all information ] :
information
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Quick Intro to ASM

» the only language that a CPU understands

» thousand of instructions on Intel

» a bit less on ARM (RISC)
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Quick Intro to ASM

Instruction Format
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Quick Intro to ASM

Instruction Format

ADD  RAX, 0x43
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Quick Intro to ASM

Instruction Format
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Quick Intro to ASM

The CPU

mov rbp, rsp
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Quick Intro to ASM

Flow Control

1000 mov rax, 9

1007 stosb
ClOOS dec rax
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Quick Intro to ASM

Flow Control

mov rax, 9 RAX = 9;
stosb

while (RAX != 0) {
O LDLLLERASS

mov rbx, rax }

RBX = RAX;
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uick Intro to ASM
Stack
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Quick Intro to ASM

Stack

Ox1234
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Quick Intro to ASM

Stack

0x 1234
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Quick Intro to ASM

Stack

» stack is used to save register values

I(‘ 4

Instruction

> used by ‘cal
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Quick Intro to ASM

Stack

push rbp
mov rbp, rsp
sub rbp, 124 x :[rbp + 0]
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Quick Intro to ASM

x86 ABI

» no real methods in ASM

» calling convention to deal with arguments

» fastcall,stdcall,pascal, cdecl,...
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Quick Intro to ASM

x86 ABI

printf(“result is: %d\n”, x);

32 bits 64 bits
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Quick Intro to ASM

Objective-C

[str stringByAppendingString:@”.png”];
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Hopper

Transformations

Hopper aimed at helping you to give a
data type to each byte of a file.
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Hopper

Transformations

0x55, 0x48, 0x89, Oxe5, 0x48, 0x83, Oxec, 0x10
Oxc7, 0x45, Oxfc, 0x00, Ox00, Ox00, Ox00, 0x89
Ox7d Oxf8 Ox48 Ox89,_0§75 OxfO Qx?h,ﬁOdem

. > B A K _'-‘ \' B l '0,;

L]
1 & N
y - 6 sy
: cr X=xol -_cg N N<rQKH ‘.:;,s«-,"_ O Meas C 0N
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Hopper

Transformations

push
0x48, 0x89, Oxe5, 0x48, 0x83, Oxec, 0x10
Oxc7, 0x45, Oxfc, 0x00, Ox00, Ox00, Ox00, 0x89
Ox7d Oxf8 Ox48 Ox89,_0§75 OxfO Qx?h,_Odem

. > B A K _'-‘ \' B l '0,;

L]
1 & N
y - 6 sy
: cr X=xol -_cg N N<rQKH ‘.:;,s«-,"_ O Meas C 0N
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Hopper

Transformations

push
0x48, 0x89, 0xe5, 0x48, 0x83, Oxec, 0x1l0
Oxc7, 0x45, Oxfc, 0x00, Ox00, Ox00, Ox00, 0x89
el G O K Bt S 0B L 200, X L 08 B U e
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Hopper

Transformations

push
mov .
0x48, 0x83, Oxec, 0x10
Oxc7, 0x45, Oxfc, 0x00, Ox00, Ox00, Ox00, 0x89
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Hopper

Transformations

Sadm
push
mov !

0x48, 0x83, Oxec, 0x10
Oxc7, 0x45, Oxfc, 0x00, Ox00, Ox00, Ox00, 0x89
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Hopper

Transformations

Sadm

push

mov .
0x48, 0x83, Oxec, 0x10

Oxc7, 0x45, Oxfc, 0x00, Ox00, Ox00, Ox00, 0x89
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Hopper

Transformations

Sadm
push

mov 2
dd 0x10ec8348

Oxc7, 0x45, Oxfc, 0x00, Ox00, Ox00, Ox00, 0x89
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Hopper

Transformations

Sadm
push rbp
mov rbp, rsp
dd 0x10ec8348

-
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Hopper

Transformations

’
0x10ec8348
Oxc7, 0x45, Oxfc, 0x00

RS g XQ"J~5 -.,'0 s OOQ A 93;0 - e

saerd 7 8
K1y “ [ . "
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Hopper

Transformations

Hopefully, Hopper automatically gives a correct
type to most bytes of the disassembled file!
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Hopper

Transformations

Hopper offers some useful tools:

» decompiler (pseudo-code),
» cross references (XREFs),

» control flow graph,
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Hopper

Hopper adds a “procedure™ concept to the ASM

rbp
rbp, rsp
rap, 0x50
quord [ss:rbptOxfELeeerss
qword [ss:rbptOxffEEeefs
rsi, qword ([ssirbp+Oxffff
rdi, gqword [ds: OBJC_IVAR_ §
rsi, qword [ds:rsi+rdi)
quord [ss:rbp+OxffLeLeeLLLeeffeB]), ral
ral, qword [ds:odic_sel selectedRow)
Le qword [ss: +OXEESELEEEELEEES0B)
_stubs__objc_msgSend
ax, Ox0
1000019de
Ox0
Oxl
qword [as: (1133333333333 3333)
gqword [ds: O IVAR § Crypto ToolsAppDelegate.hashSourceString)
qword [ds:irdx+rsi)
qword [ds:iobjc_sel setEnabled )
rdx
cl
[8s:xbp+Oxe?), al
stubs  objic magSend
quword [ss:rbp+OxffffEEEEeeeeeeen)
gword [ds: OBJC IVAR § Crypto ToolsAppDelegate.hashSourcerile)
i, qword [dsirsi+rdi)
gword ([ss:rbp+OxEffffffffffeffffde), rsi
rsl, gqword [ds:objic_sel setEnabled
rdi, gword [ss Oxeeigeeeeeeeeeian)
1, byte [ss:rbp+tixe7])
edx, al
imp_ _stubs_ objc msgSend
rsi, qword [ssirbp+OxffffEfEEef£££££8)
rdi, gword [ds: OBJC_IVAR § Crypto ToolsAppDelegate.hashBrowseButton)
rsi, qword [ds:rai+rdi)
quord [8s:rbptOxffLeeereeLeeredo), vai
ral, qword [ds:objc_sel setEnabled )
[88: OxfESESEEEEEEE£240)
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Hopper

Hopper adds a “procedure™ concept to the ASM

» Hopper tries to discover the
procedure bounds,

g p it slices the procedure into basic

CEE blocks,

rax, 0x0
0x1000019de

s ) it computes register usage

sApplelegate setHashControlEnableState:

§§§§§§§§E§§f

o
B
-
-

¢cl, Oxl
rdx, gqword [ss:zbp-0x50+
rel, gword [ds: OBJC IVAR

e L s across basic blocks,

t (uu: bp~0x50+var 55) .o

,n;'jg"'°f:-°.f‘:3:ﬁ“i~r P e p it analyses the context and gives
| stack variables a name.

c=p
ne
BOv
mov
Bov
mov
OV
Bov
mov
2OV
mov

nx

414

[+
-
-
e
-

stubs_ objc_smagSend
rei, qword [ssirbp~-0x504var 72])
WO g s N IVAR *Yoro

{HHE
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Hopper

Once marked as a procedure, Hopper can decompile it

e nNnon Pseudo Code

func\t/ig;ge;hi;g}_(rypto_ToolsAppDelegate_setHashControlEnableState{ } Hopper tries to discover as mUCh

var_64 = rsi;
var_56 = var_72.hashSourceMatrix;

e, 58 sectedhont Obijective-C constructs as possible,
A o ::r_;s = 9x0;

[var_72.hashSourceString setEnabled:SIGN_EXTEND(0x1)]; 4 there iS Stl” NO magic: thIS iS

var_40 = var_72.hashSourceFile;
[var_40 setEnabled:SIGN_EXTEND(var_55)];

var_32 = var_72.hashBrowseButton; pseudo-code, not compilable code!

rax = [var_32 setEnabled:SIGN_EXTEND(var_55)]);

v 31 = o » but code is very readable and so

[var_72.hashSourceString setEnabled:SIGN_EXTEND(©x@)];

var_16 = var_72.hashSourceFile; useful'
[var_16 setEnabled:SIGN_EXTEND(var_31)]; S
var_8 = var_72.hashBrowseButton;

rax = [var_8 setEnabled:SIGN_EXTEND(var_31)];

eturn rax;
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Hopper

Methods can be displayed as a graph too:

ol Flow Craph

Lapor PN

sethispl Costrolfnabledt
h

sud
OxSoevar_J2), ral
(o810 svar_84), sl
qword ¢ svar_71)
gword IVAR § Cry ToolsApplelegate. hasifouroamatr
!
56), sl

“var_72)
AR 5 _Crypto

L

4
<

lsigplelejate.

e
nov
mov
nov
noY
L4

£t

Moplelogate. hastiirowsedute

rabled )
)2)
svar_5%3)

11144

4 4
-3
=1

2
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Hopper

Hopper can search where a variable is used

-od

béOOOOOCOOOOO, 0x00000000000007c8, 0x000000010002f£6

phered:

éxbOOOOODODOCOCOOO, 0x00000000000007c8, 0x000000010002f6

0x0000000000000000, 0x00000000000007c8, 0x000000010002ed
i8_a bl'lmC numbers:

0x0000000000000000, 0x00000000000007c8, 0x000000010002£6
8 a NOT prime number:

XREFs 1010002£€6

1010002£6
Q
.010002f6
Address Value

0x1000103b7 (methimpl_Crypto_Tool... lea rax, qword [ds:cfstring_is_a_prime_number) 1010002£7

Cancel

ber tlv tag string.buf 100039560:
0x0000000000000000 ; XREP=0x100014088
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Use Cases
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